Pexomennanun MuHucrepcrsa uu(ppoBoro paspurus, CBs3u
U MACCOBBIX KOMMYHHMKauui Poccuiickon @enepauun no 3pPpeKTuBHOMY
pPacno3HaBaHUuI0 GUINMHIOBBIX MHCEM

®urmuar (anri. phishing) — Bua HHTEpHET-MOIIEHHUYECTBA, 11EJIbI0 KOTOPOTO
SBJIICTCSI TIOJyYeHUE WICHTU(UKAIIMOHHBIX JIAHHBIX TOJh30BaTeNel (JIOTHH,
napoJyib, HOMEp KPEeIUTHOW KapThl M IpYyrod KOHQPHUACHINATHHONW HHPOPMAIIHH),
a TaKXKe 3allyCK BPEJOHOCHOTO MPOrpaMMHOTO OOECleyYeHHs] Ha KOMIIBIOTEpPE
MOJIb30BATESI.

Takoil  BUI  WHTEPHET-MOIICHHWYECTBA, KaK  MPaBWJIO, OCHOBaH
Ha TICUXOJIOTUYECKONW MAHWITYJISIITUU U €0 I1eJh — BBIBECTH YEJIOBEKA HAa TAKUE
IMOIINH, KaK HHTEPEC, CTPaX, )KaTHOCTb, 37I0CTh, KEJIaHUE TIOMOYb. DTO TIO3BOJISET
OCJIA0UTh KOHIIEHTPAIIMIO YEJIOBEKA, YCHIIMUTh €r0 OJIUTEILHOCTD.

Tak, mpUMeHEHHE PA3TUIHBIX IICHXOJIOTHUYECKUX TMTPUEMOB JIeJacT TaKOW BHU]T
WHTEPHET-MOIICHHNYECTBA YPE3BhIYAfHO A((EKTUBHBIM, B TOM YHUCJIC B OpTaHax
rOCyapCTBEHHOM BJIACTH.

Ilpumep. /[ns 3n0ymviuinennuxka He cocmasisiem mpyoa HAumu 6 OMKpPbLIMbIX
ucmouHukax uHgopmayuro o cmpykmype Bawezo opeana énacmu, onpeoenums
KAI04eBblX OOJIHCHOCMHBIX TUY U OOMeH KOpnopamusHou noumsl Bawezo opeana
eracmu. IOmo no3eojsnem 310YMbIUIEHHUK)Y COelamsb QUUUHS08YI0 PACCLLIKY
NPUMEPHO clledyiouje2o codeparcanus: « ¥Yeasxcaemlii ....! B nepuoo ¢ 1 mapma no 3
anpensi Ynpaenenuem UHGOPMAYUOHHBIX MEXHOIO2ULL NPOU3BOOUMCS PEBU3USL
NOYMOBLIX AWUKOS8 COMPYOHUKO8 .... Bce wneucnonvzyemvie noumer 6yoym
omxkatouensl. Eciu 6bl nonyyunu OamHoe RUCOMO U HIAHUpYeme UCNONb308amb
OQHHBLIL NOUMOBLIL AUWUK 8 OYyOyweM, npocbba OnepamusHo GOUMU 6 JUUHBLU
Kabunem no ciedyrowell CColiKe: ... ...... »

[Tpu 3TOM CCBIJTKA, KOHEYHO K€, BEACT HA MOAACIbHYIO (hOpPMY aBTOPH3AIUHU B
KOPIOPATUBHYIO MOYTY. ECiiu TOT Witk MHOM COTPYHUK OpraHa BIacTH BOBPEMS HE
MOMMET, UTO JaHHAas PacChUIKa SBISIETCS (UITMHTOBOM, U MIEPEUIET MO CChUIKE, OH
OKa)XETCS Ha CTPAHUIIEC, KOTOpAast BHEIITHE HEOTIMYNMA OT HACTOSIIEeH (hOpMBI BBOAA
YYETHBIX JaHHBIX. KOHE4YHO ke, BBeIs JIOTMH W IMapoJib, TaKOW COTPYIHUK
«TOOPOBOIBHO» TIEPEIACT WX 3JIOYMBINIJICHHUKAM.

HepBOHaqa.ﬂbele JEeHCTBUSA IPHA MOJYYCHHUH JICKTPOHHOIO MIMCbMA:

Ecnu Bbl momyunnu nucbMo, B KOTOpoM OT Bac TpeOyroT Kakoro-imoo
B3aUMOJICUCTBHS, B TOM YHUCJIE HE3aAMEJIMTEIBHOTO, WM K€ TAKOE IHUCHMO
BbI3bIBaeT y Bac 11000mbITCTBO, 4yBCTBO CTpaxa WM MOOYXKAAeT K JEUCTBUSM,
HaIpUMEDP, KOTKPOIN», «IIPOUUTAN», «O3HAKOMBCS», TO 3ayMalTeCch U 3a/1aiiTe cede
CJIEAYIOIINE BOIIPOCHI:

0KHJIA0 JIU S 3TO IIMCHBMO?
€CTh JIU CMBICH B TOM, YTO OT MEHS TpeOyroT?
3HAIO JIM 51 aBTOpa ATOr0 nucbma?
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YBCPCH JIA 4 B 0e301acHOCTH IMMOJIYUYCHHOT'O 3JICKTPOHHOTO nicbma’?

Eciun orBer xoTd Obl Ha OJMH U3 O3BYYEHHBIX BBIIIE BOIPOCOB «HET» -
BHUMATEJIbHO NPOAHATU3ZUPYUTE COJIEPKUMOE MHUChbMa M, NMPU HEOOXOJUMOCTH,
CBSDKMTECH Il KOHCYJIBTAIIMM C TPEACTABUTEIEM TEXHUYECKOM IOIIEPKKU
Bamero oprasa Biactu.

NmeiiTe B BUy, YTO 0COOOT0 BHUMaHUs TPEOYIOT MUCbMa, KOTOPBIE:

COJIEpKaT CCBUIKY JJIsl EPEXo/ia Ha CTOPOHHUU pecypc (BO3MOYKHO, CChUIKA
BeJIeT Ha (PMIIMHTOBBINA NOENbHBIN pecypc). [Ipu 3Tom emie 60bIIero BHUMaHUS
3aCIy’KMBAlOT MUCbMa, COJAEpXKallUe «KOPOTKHE CCBUIKM», TaK KaK HEBO3MOKHO
ONPENEINTh, KyJla BEJIET TaKas CChUIKA;

colepkaT BJOXKEHUE (BO3MOXHO, (ailll coAep>KUT BPEAOHOCHBIM KOZI s
3apakKeHUs BAILlEro KOMIIbIOTEPA);

COCTaBJICHbl HA UHOCTPAHHOM SI3bIKE;

UMEIOT OO0JIBIIIOE KOJIMYECTBO MOTy4aTenei;

cojepkat opdorpadpuieckue oumoKu;

CBA3aHbl C (PpUHAHCOBOW, OaHKOBCKOW c(epoll WIH TeonoIUTHIECKOM
00CTaHOBKOM.

Kak ananu3upoBaTh 3JIeKTPOHHbIE MUCbMA?

1. IlpoBeprTe aapec ormpaBuTenss (AOMEH ajpeca SJIEKTPOHHOW TMOUTHI,
C KOTOpPOW MPUUUIO IIMCbMO, JOJDKEH COBNAJAATh C JIOMEHOM, YKa3aHHBIM
Ha OQUIMAIBHOM CailiTe OpraHu3aluu, OT UMEHU KOTOPOW SKOOBI HAIMpaBJICHO
MHACbMO, & JIOTHMH TaKOW MOYThI, B CBOKO OYEPEAb, JOJHKEH COBNANATh C MPUHATOU
JOTUKOM MX TIOCTPOEHHS B TOM WJIM WHOM opranuzamnuu). I[IpoBepsiiTe aapec
OTIIPABUTEJS, JAXKE B CIIy4ae COBIIAJICHUS UMEHHU C YK€ U3BECTHBIM KOHTAKTOM

2. TlpoBeprTe MOJNIHOE WMS OTIpaBUTENS (UIsl TPOBEPKHU TMOJTHOTO WUMEHU
OTHpPABUTENS, HABEIUTE KYPCOP MBIIIKK Ha YKa3aHHOE B TUCbME UM OTIIPABUTENS )
W 3aTe€M MNPOAHATUZUPYWUTE BBICBETUBIIUWCS aApEeC JJIEKTPOHHOW MOYTHI
B COOTBETCTBUHM ¢ HH(MOpMAIUE U3 OPUITHATBHBIX HICTOYHUKOB (CM. ITYHKT BBIIIIE);

3. IlpoBepbTe, NpH HAIUYUHU, CCHUIKH, HAXE €CIU IHUCHBMO IOIYYECHO
OT Jpyroro mojs3oBarens Bameidl wHGOpPMAIIMOHHONW CHUCTEMbI, U TIOMHHUTE
0 TOM, 4TO caM (hakT HampaBieHHUs] BaMm Mo 37EKTPOHHOMN MOYTE CCHUIOK, BEAYITUX
Ha CTOPOHHUU PECYPC, SABJISIETCS MOJA03PUTEIBHBIM

- oOpaTtuTe BHMMaHWE Ha Ha3BaHWE caiiTa, Ha KOTOphIi Bam mpemmarator
nepeitu. B HeM MoeT ObITh U3MEHEH MOPSIIOK OYKB WJIU, HAaPUMED, HEKOTOPhIE
OYKBBI MOTYT OBITH 3aMeHEHbI Ha MUGPHI (Hampumep, www.sQbranie.ru). Kpome
TOTO, JJii BBEICHUA B 3a0MyXKICHHE 3JIOYMBIIIUICHHUKOM MOTYT OBIThH
WCIIOJI30BaHbl CIEIMATN3UPOBAHHBIC CEPBUCHI COKpAIEHUS CCHUJIOK (HarpuMmep,
bit.ly, tinyurl.com);

- HaBeAUTE KypCOp MBIIIKKM Ha CCHUIKY (He HAa)KMMasi Ha Hee, CChLIKA
NOSIBUTCSI WJIM PAJOM ¢ KypPCcOpPOM MJHM B JIeBOWl HUKHeH 4YacTH OKHA)
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u nposepbTe, uToObl URL, ykazaHHbplli B 35eKTpoHHOM cooOmenun, u URL,
0TOOpakaeMblil TPU HABEAECHUH KypCcOpa Ha CChUIKY, COBIIAaJIH;

- Takke Bbl MoxkeTe BpyuHyIO (HE KOMUPYs €€) BOUTHh MOJYYEHHYIO CCHUIKY
B CTPOKE TTOMCKOBO# cucteMbl (SIHmekc, mail.ru u ap.). Takoi MmeTos mo3BoauT Bam
3aMETUTh BO3MOKHBIE «OLTHOKI» B MOJyYEHHOU CCHUIKE;

4. IlpoBepbTe Hamuuue BIOKEHUHN. Eciii oTHpaBUTEND, 3JIEKTPOHHOE TUCHMO
Y NPUYMHA, M0 KOTOPOM Bac mpocAT OTKPBITH BIOKEHHUE, BBI3BIBACT JTAXKE CAMOE
HE3HAUUTEIHHOE MOJI03PEHUE — HU MPHU KaKUX 00CTOSATEIHCTBAX HE OTKPBIBAMTE €T0.

5. ObpamraiiTe BHUMaHHUE HAa BO3MOXHBIE OINEYaTKH, opdorpaduueckue
OIIMOKH, OOJBIIOE KOJIMYECTBO IPONUCHBIX OYKB, COBHAJCHHE Ha3BaHUU
OpraHHu3aldd, WMEHHU OTIPABUTENS M CONEPKUMOIO B TEKCTE BJIEKTPOHHOIO
NACHbMa;

6. Eciu mnonydyeHHOE MNHChbMO BBI3BIBAET COMHEHHS, IO BO3MOXHOCTH,
CBSDKUTECH C OTIIPABUTEJIEM MJIM CO CIIPABOYHOU OPTaHU3alU, OT KOTOPOU IIPULLIIO
TaKO€ JJIEKTPOHHOE NMUCHBMO, IO IPYyroMy KaHaily CBA3W. IIpm 3TOM KOHTaKTHBIE
JTAHHBIE HY>KHO OpaTh U3 aBTOPUTETHBIX UCTOUYHUKOB, HAIIPUMEP, Ha OPUITUATHEHOM
calTe OPraHu3aliy, a HE U3 HaIpaBJICHHOr0 Bam nuceMma.

Yro nenarp, ecau Bol 00HApYKUIH (PUIIMHIOBOE MUCHMO?

1. He mepexoauTe 1o cchljike, 0COOCHHO, €CJIM OHU JIJTMHHBIE WM, HA000POT,
CO3/IaHBI IPU TOMOIIY CEPBUCOB COKPALICHHS CCHIIOK;

2. He HaxuMmaiiTe Ha CCBIJIKH, €CJIM OHHM 3aMEHEHBI Ha CJIOBA;

3. He xonupyiiTe aapec CChUIKHU;

4. He OTKpbIBaiiTe MU HE CKauyMBalTE BJIOKEHHS, OCOOCHHO, €CIIU B HUX
coJIep)KaTcsl JOKYMEHTBl ¢ MaKpOCaMH, apXUBBl C MapoOJsIMH, a Takke (hanibl
¢ pacumpenusimu RTF, LNK, CHM, VHD;

5. He moarpy»xaite KapTUHKU OT HE3HAKOMBIX JIKOJIEH;

6. He 3amyckaiiTe Makpochl B O(DUCHBIX MPUIIOKEHUAX (MaAKpoc — 3mo Habop
KOMAHO U  UHCMPYKYul,  2cpYNnupyemvlx  emecme 8  6uoe  eOUuHoll
KOMAHObL ons aABMoMaAmMuU4ecKo2o BbINONHEHUS 3a0aqu.);
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7. He nepecbuiaiTe nmucbma KoJIeraMm;

8. Tlpoundopmupyiite ciyx0y TEXHUYECKONW MOJJIEPKKHA CBOEro OpraHa
BJIACTH/aIMUHUCTPATOPa MHPOPMAITMOHHONW CUCTEMBI, HAIIPABUB €My MOJYYCHHOE
MKMChMO KaK BJIOKEHUE;

9. Y nanurte pUIIMHTOBOE MUCHMO.



